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Since  the  events  of  9/11/01,  municipali¬ 
ties  large  and  small  have  had  to  consider 
not  only  their  potential  vulnerability  to  nat¬ 
ural  disasters  but  also  to  man-made  ones. 

In  either  case,  it  is  important  to  regularly 
update  a  facility’s  emergency  operating  and 
response  plans.  Today,  security  of  a  munic¬ 
ipality’s  wastewater  treatment  plant  and  its 
collection  system  is  an  essential  part  of 
such  plans. 

To  assist  municipalities  in  developing  or 
updating  their  emergency  operating  and 
response  plans,  the  following  information  is 
provided. 

Vulnerability  Assessment  Tools 

Association  of  Metropolitan  Sewerage 
Agencies  (AMSA): 

www.amsa-cleanwater.org/about/about.cfm 

Phone:  202-833-AMSA 

Vulnerability  Self  Assessment  Tool 

(VS AT™)  Software 

National  Small  Flows  Clearinghouse: 
www.nsfc.wvu.edu  Phone:  800-624-8301 

Protecting  Your  Community’s  Assets: 

A  Guide  for  Small  Wastewater  Systems 

Education  -  Workshops 

Environmental  Resource  Training  Center, 
SIUE 

www.siue.edu/ERTC/  Phone:  618-650-2030 


Steps  that  can  be  taken  to  help  protect  and 
minimize  damage  to  your  facilities  due  to  man¬ 
made  or  natural  disasters: 

Update  O  and  M  manual,  treatment  facility  blue 
prints  and  collection  system  maps.  Store  dupli¬ 
cate  copies  offsite. 

Post  updated  emergency  numbers  at  key  locations 
around  your  facility. 

Prepare  or  update  the  facility’s  Emergency 
Operating  Plan  (EOP). 

Train  staff  in  the  EOP  procedures. 

Open  /  continue  a  dialog  with  local  law  enforce¬ 
ment  and  fire  departments. 

Maintain  fences  and  gates  at  the  treatment  facility 
and  other  essential  structures. 

Ensure  all  alarms  at  the  treatment  facility  and  lift 
station(s)  are  operating  correctly. 

Install  good  lighting  at  all  essential  structures  and 
work  areas. 

Lock  all  gates,  doors  and  vehicles,  securing  keys 
in  a  safe  place. 

In  case  of  an  emergency,  notify  the  proper 
authorities. 


Printed  by  Authority  of 
the  State  of  Illinois 
Jun-2003  33341  5,000 


Authorities 

To 

Contact 


Web  Sites  and  Phone  Numbers 


Association  of  Metropolitan  Sewerage 
Agencies  (AMSA) 

202-833-AMSA 

www.amsa-cleanwater.org/about/aboutxfm 

National  Small  Flows  Clearinghouse 

800-624-8301 

www.nsfc.wvu.edu 


United  States  EPA 
800-621-8431 
312-353-2000  Region  5 
www.epa.gov 

www.epa.gov/safewater/security/er-guid- 

ance.pdf 

www.epa.gov/ebtpages/emercounter-terror- 

ism.html 

www.epa.gov/ceppo/pubs/secale.pdf 

Association  of  Metropolitan  Water 

Agencies 

202-331-2820 

www.amwa.net/isac/amwacip.html 

Water  Environment  Federation 
800-666-0206 
www.wef.org 

Illinois  Rural  Water  Association 

217-287-2115 

www.ilrwa.org 

Illinois  EPA 

217-782-3397 

www.epa.state.il.us 
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For  updates  on  security  issues  pertaining  to 
wastewater  systems,  contact  the  regional  munici¬ 
pal  assistance  coordinator  at  the  Illinois  EPA 
regional  office  nearest  you. 

Region  1 

4302  N.  Main  St. 

Rockford,  IL  61 103 
815-987-7760 

Region  2 

95 1 1  West  Harrison 
Des  Plaines,  IL  60016 
847-294-2000 

Region  3 

5415  N.  University  Ave. 

Peoria,  IL  61614 
309-693-5463 

Region  4 

2125  S.  First  St. 

Champaign,  IL  61820 
217-278-5800 

Region  5 

4500  S.  Sixth  St.  Road 
Springfield,  IL  62706 
217-786-6892 

Region  6 

2009  Mall  St. 

Collinsville,  IL  62234 
618-346-5120 

Region  7 

2309  W.  Main  St. 

Marion,  IL  62959 
618-993-7200 


